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Abstract: The paper advances the central argument that cognitive resilience has emerged as a
distinct analytical and operational category within contemporary European Union security
studies. While related to psychological, societal, and informational resilience, cognitive resilience
is conceptualised here as a multidimensional capacity aimed at preserving the integrity,
adaptability, and coherence of cognitive processes under conditions of manipulation,
disinformation, and epistemic destabilisation.

Methodologically, the study employs a qualitative, theory-building research design,
combining conceptual analysis, systematic review of academic literature and EU strategic
documents, and theoretical meta-synthesis across security studies, cognitive warfare doctrine, and
cognitive psychology. This interdisciplinary approach enables the clarification of conceptual
boundaries and the integration of diverse theoretical perspectives into a coherent analytical
framework.

The findings demonstrate that cognitive resilience constitutes a necessary extension of the
resilience paradigm, addressing a critical gap in both academic literature and EU policy
frameworks. Existing approaches remain predominantly focused on regulating information flows
and mitigating external threats, while insufficiently addressing the internal cognitive mechanisms
that enable manipulation to be effective. In response, the paper proposes an operational definition
of cognitive resilience and identifies its core dimensions, cognitive filtering capacity,
interpretative coherence, adaptive flexibility, and epistemic trust, thus enabling future empirical
measurement and comparative research.

The study concludes that the integration of cognitive resilience fundamentally expands the
security paradigm, repositioning cognition as a central strategic domain and cognitive autonomy
as a key determinant of democratic stability. As such, cognitive resilience emerges not merely as a
complementary concept, but as a strategic capability essential for the EU’s capacity to withstand
and adapt to the challenges of contemporary cognitive warfare.

Keywords: cognitive resilience, cognitive security, European Union security, hybrid threats,
disinformation, cognitive warfare, security paradigm transformation.

1. INTRODUCTION

The European Union’s security environment has undergone a profound transformation
over the past decade, shaped by the emergence of hybrid threats, the strategic use of
disinformation, and the increasing operational relevance of cognitive warfare. These
dynamics fundamentally challenge traditional security paradigms, which have historically
prioritised territorial defence, military capabilities, and institutional stability as primary
referents of security.
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In contrast, the contemporary security environment increasingly targets the cognitive
domain, influencing perception, belief formation, identity construction, and decision-
making processes at both individual and collective levels. In this sense, security can no
longer be conceptualised exclusively in material or institutional terms, but must be
redefined to include the protection and resilience of cognitive processes themselves.

Recent conceptual and empirical studies highlight that cognitive warfare targets
human cognition by influencing and modifying decision-making processes [1, p. 1].
Within the European context, disinformation campaigns have been widely documented,
including during the COVID-19 crisis, where state actors such as China engaged in
coordinated influence operations [1, p. 3]. These dynamics reveal not only the
vulnerability of the EU’s information environment but also the erosion of public trust and
the growing complexity of internal and external disinformation challenges, which
together constrain the Union’s capacity to respond coherently [2, pp. 571-573].
Consequently, the strategic environment has evolved toward a configuration in which
cognition itself becomes a contested domain, and the capacity to resist manipulation and
maintain interpretative coherence emerges as a critical security asset.

Against this backdrop, this study advances the argument that cognitive resilience
should be conceptualised as a distinct analytical and operational category within
European Union security studies, rather than being subsumed under broader constructs
such as societal, psychological, or informational resilience. While these related concepts
capture important dimensions of systemic adaptability and robustness, they remain
insufficient for addressing the specific mechanisms through which cognition is targeted,
distorted, and reconfigured in the context of hybrid threats and strategic communication
warfare. Cognitive resilience, therefore, requires a more precise conceptual delimitation,
one that recognizes its unique focus on the integrity, adaptability, and protection of
cognitive processes.

To address this conceptual gap, conceptual analysis is employed to clarify the
definitional boundaries of cognitive resilience and to distinguish it from adjacent
constructs, thereby reducing terminological ambiguity and strengthening analytical
precision. This is complemented by a systematic review of the relevant literature, aimed
at identifying and synthesizing key contributions from security studies, cognitive warfare
theory, cognitive psychology, and European Union policy research. Through this process,
the study maps the existing body of knowledge, highlighting both convergences and
inconsistencies across disciplinary perspectives. Finally, a theoretical meta-synthesis is
undertaken in order to integrate these diverse insights into a coherent analytical
framework, enabling the formulation of higher-order theoretical propositions regarding
the role and function of cognitive resilience within contemporary security paradigms.

The selection of sources follows a structured logic grounded in relevance, quality, and
interdisciplinarity. Priority is accorded to works that directly engage with the
conceptualisation of cognitive warfare and cognitive security, as well as those that address
resilience as a strategic construct within the evolving European security architecture [1;
3]. At the same time, particular attention is given to studies that examine disinformation,
hybrid threats, and policy responses within the European Union, ensuring that the analysis
remains anchored in concrete strategic realities [2; 4; 5]. Given the inherently cross-
cutting nature of cognitive resilience, the research further integrates contributions from
adjacent domains, including cognitive diplomacy, digital warfare, and artificial
intelligence-driven disinformation, thereby reflecting the multidimensional character of
the phenomenon under investigation [6; 7; 8]. Only peer-reviewed publications, academic
conference proceedings, and high-quality policy reports are included, ensuring both
scientific rigour and analytical credibility.
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By combining these methodological approaches, the study seeks to advance the
theoretical consolidation of cognitive resilience and to reposition it within the broader
field of European Union security studies. Its contribution is threefold: first, it clarifies the
epistemological status of cognitive resilience as an emerging concept; second, it
establishes its analytical autonomy in relation to other resilience frameworks; and third, it
proposes a conceptual foundation capable of supporting future operationalisation and
empirical investigation. In doing so, the study responds to an increasingly urgent need to
reconceptualize security in a manner that adequately reflects the cognitive dimensions of
contemporary conflict and strategic competition.

2. THEORETICAL FOUNDATIONS OF COGNITIVE RESILIENCE

The concept of resilience has undergone a significant epistemological transformation
within security studies, evolving from a predominantly technical notion associated with
infrastructure protection and risk management toward a complex, multi-level analytical
framework encompassing societal, institutional, and cognitive dimensions. In its early
formulations, resilience was primarily understood in engineering and infrastructure
contexts as the capacity of systems to resist disruption, maintain critical functions, and
recover after adverse events, with a strong emphasis on robustness and post-event
recovery processes [9, pp. 147-149]. However, the increasing complexity of
interconnected socio-technical systems and the evolving nature of contemporary security
challenges have driven a conceptual expansion of resilience beyond material
infrastructures toward societal and informational domains [10, p. 24; 5, p. 12].

The conceptual differentiation between resilience in its general sense, psychological
resilience, societal resilience, informational resilience, and, in particular, cognitive
resilience constitutes a fundamental prerequisite for theoretical rigour in advanced
security studies research. In the context of deeper research, where conceptual precision
and epistemological clarity are essential evaluative criteria, the uncritical or
interchangeable use of these constructs frequently leads to analytical ambiguity and
weakens argumentative coherence. It is therefore necessary to reconstruct these notions
within an integrated analytical framework, drawing on the literature from security studies,
cognitive psychology, and European Union policy.

In its broadest sense, resilience functions as an umbrella concept, denoting the
capacity of a system to absorb shocks, adapt, and maintain or regain functionality under
conditions of disruption. Subsequently, the concept has been progressively extended
within security studies to encompass broader societal and institutional dimensions,
reflecting the increasing complexity of contemporary threat environments. In a
foundational contribution, C.S. Holling defined resilience as a measure of the persistence
of ecological systems, referring to their ability to absorb disturbances while maintaining
the integrity of relationships between state variables, thereby distinguishing it from
stability, understood as the capacity to return to equilibrium [11, p. 14]. This
conceptualisation has profoundly influenced subsequent theoretical developments across
multiple disciplines. Nevertheless, despite its analytical versatility, resilience has been
criticised for its conceptual breadth, often functioning as a “catch-all” notion lacking
clearly defined boundaries and operational precision [12, p. 3].

A more narrowly defined construct is that of psychological resilience, which refers to
the individual’s capacity to cope with stress, trauma, and adversity while maintaining
psychological stability and functional equilibrium. Foundational contributions by M.
Rutter conceptualise resilience not as a fixed trait, but as a dynamic process shaped by the
interaction between risk and protective factors operating over time [13, p. 316].
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Similarly, A.S. Masten defines resilience as a class of phenomena characterised by
positive adaptation in the context of significant adversity, famously describing it as
“ordinary magic”, thereby emphasising the normative and widespread nature of adaptive
capacities [14, p. 227]. G.A. Bonanno further conceptualises resilience as the ability to
maintain relatively stable, healthy levels of psychological functioning following
potentially traumatic events, distinguishing it from recovery processes [15, p. 20]. This
form of resilience operates predominantly at the individual level and is primarily
concerned with coping mechanisms, emotional regulation, and trajectories of adaptation
following adversity, being situated within the domains of clinical psychology,
developmental psychology, and mental health research. However, from the perspective of
security studies, psychological resilience presents important limitations: it does not
sufficiently account for the mechanisms through which individuals process information,
nor does it address vulnerability to cognitive manipulation, disinformation, or strategic
influence operations.

At the macro level, societal resilience has become a central concept within European
security policy. The European Union Global Strategy (2016) emphasises the resilience of
states and societies, implicitly framing it as the capacity to withstand and adapt to internal
and external crises [10, p. 24]. This conceptualisation aligns with earlier sociological
approaches, such as those proposed by W.N. Adger, who defines social resilience as the
ability of communities to cope with external stresses and disturbances [16, p. 347], and
F.H. Norris, S.P. Stevens, B. Pfefferbaum, K.F. Wyche, R.L. Pfefferbaum, who
conceptualise it as a set of adaptive capacities, such as economic development, social
capital, information and communication, and community competence, that enable
collective adaptation and recovery [17, p.130].

Within the EU framework, societal resilience encompasses dimensions such as
institutional robustness, governance capacity, social cohesion, and economic stability, and
is closely linked to the management of hybrid and cyber threats. Nevertheless, this
conceptualisation remains predominantly structural and institutional in orientation and
does not sufficiently explain the cognitive mechanisms through which vulnerabilities are
generated, internalised, and exploited.

While the European Union’s emphasis on societal resilience represents a significant
step toward addressing the multidimensional nature of contemporary security challenges,
its predominantly structural and institutional orientation leaves a critical analytical gap.
Specifically, it does not sufficiently account for the cognitive processes through which
individuals and societies interpret information, construct meaning, and ultimately make
decisions in environments characterised by uncertainty, manipulation, and strategic
influence.

In this context, the increasing prevalence of disinformation, hybrid threats, and
cognitive warfare highlights the limitations of existing resilience frameworks, which tend
to prioritise systemic robustness over epistemic integrity. As contemporary conflicts
increasingly target perception, belief formation, and decision-making processes, the locus
of vulnerability shifts from external systems to internal cognitive mechanisms.

Addressing this gap requires a reconceptualisation of resilience that explicitly
incorporates the cognitive dimension of security. Accordingly, this study advances the
concept of cognitive resilience as a distinct analytical and operational category, defined as
the capacity of individuals and societies to maintain the integrity, coherence, and
autonomy of cognitive processes under conditions of informational pressure and strategic
manipulation.

87



Cognitive Resilience as a New Dimension of European Union Security: Conceptual Delimitations
and Epistemological Foundations

A related but distinct concept is that of informational resilience, which primarily
focuses on the robustness of information systems and the capacity to manage, regulate,
and secure information flows.

Its analytical focus is situated at the level of digital platforms, media ecosystems, and
technological infrastructures that mediate the production and dissemination of
information. While this perspective is essential for understanding the structural
architecture of contemporary information environments, it tends to conceptualise
information as an object of circulation rather than as a process of interpretation. As such,
it remains insufficiently equipped to capture the cognitive mechanisms through which
information is perceived, filtered, and transformed into meaning.

Within this fragmented conceptual landscape, cognitive resilience emerges as a
distinct and necessary analytical category. Unlike other forms of resilience, which are
primarily oriented toward systems, emotional adaptation, or infrastructural robustness,
cognitive resilience is centred on the processes through which reality itself is perceived,
interpreted, and understood. It can be defined as the multidimensional capacity of
individuals, groups, and institutions to preserve the integrity, coherence, and autonomy of
cognitive processes, such as perception, interpretation, and judgment, under conditions of
informational manipulation and strategic influence. Importantly, cognitive resilience
operates across multiple levels of analysis, encompassing individual cognition, societal
dynamics, and institutional frameworks, with cognition, namely the processing and
construction of meaning, constituting its core domain.

This distinction becomes particularly salient when comparing the protective functions
associated with different forms of resilience. General resilience is primarily concerned
with safeguarding system functionality; psychological resilience with maintaining
individual emotional stability; societal resilience with preserving the cohesion and
stability of social structures; and informational resilience with securing the integrity of
information flows. By contrast, cognitive resilience targets the preservation of meaning-
making processes, thereby introducing an explicitly epistemic dimension into security
analysis. This shift is critical, as it reorients the focus of resilience from external systems
to internal processes of interpretation, placing interpretative coherence and cognitive
autonomy at the centre of security concerns.

The strategic significance of this reconceptualisation is confirmed by NATO doctrinal
literature, which identifies cognitive warfare as extending beyond information
manipulation to shape the very cognitive processes through which individuals construct
meaning and make decisions [18, p. 3]. This is further elaborated in NATO’s strategic and
scientific frameworks, which emphasise that cognitive warfare aims to alter and shape the
way humans think, react, and make decisions, exploiting vulnerabilities in perception,
sensemaking, and judgement across individual and collective levels [19, pp. ES-1-ES-2].
The cognitive domain thus emerges not merely as an extension of the informational
environment, but as a distinct operational space in which meaning-making processes
themselves become the primary target of strategic action.

From this perspective, cognitive warfare represents a paradigmatic shift from
informational dominance to cognitive dominance, where the central objective is to
influence or disrupt the construction of reality at the level of the human mind. As B.
Claverie argues, this form of conflict constitutes an “invisible war” that directly targets
thought, rationality, and the conditions of cognition itself, aiming to alter or degrade the
normal functioning of cognitive processes [20, pp. 91-92]. This is further reinforced by
approaches that conceptualise cognitive warfare as the “war of the brains”, focusing on
the alteration of cognitive capacities and the manipulation of how individuals think and
act [21, pp. 67-68].
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Consequently, effective responses to such threats cannot be confined to the regulation
of information or the protection of technological infrastructures.

Instead, they require the development of cognitive capacities capable of preserving
interpretative coherence, resisting manipulation, and maintaining decision autonomy
under conditions of strategic influence. In this context, cognitive resilience becomes not
only a complementary dimension of security, but a central epistemic mechanism for
safeguarding the integrity of meaning-making processes in an increasingly contested
cognitive domain.

The integration of lu. Chifu’s framework of cognitive-informational warfare further
strengthens this analytical argument. lu. Chifu and C. Grigore demonstrate that
contemporary conflict has evolved into a form of full-spectrum warfare, in which
cognitive and informational instruments are systematically employed to manipulate
perceptions, distort reality, and influence decision-making processes [22, pp. 13-14].
These operations extend beyond traditional domains of conflict, targeting the
reinterpretation of historical narratives, the manipulation of electoral processes, and the
exploitation of social cleavages. However, while lu. Chifu and C. Grigore’s contribution
is particularly strong in its descriptive and strategic dimensions; it does not fully elaborate
the internal cognitive mechanisms of resistance. This reveals a significant epistemological
gap: whereas lu. Chifu explains how minds are manipulated, the present approach seeks
to explain how they can resist such manipulation [23, pp. 47-53].

Accordingly, cognitive resilience can be understood as the defensive counterpart to
cognitive-informational warfare. If the latter targets perception, interpretation, and
decision-making, the former aims to preserve the integrity of these processes. In this
sense, cognitive resilience constitutes a condition of democratic security, ensuring that
decision-making remains autonomous and grounded in coherent interpretations of reality.

In conclusion, cognitive resilience should not be regarded as a mere extension of
existing resilience frameworks, but rather as a distinct dimension of security, adapted to a
strategic environment in which conflict is increasingly informational, manipulation is
fundamentally cognitive, and vulnerability is epistemic in nature. Its conceptualisation
enables the integration of cognitive processes into the analysis of contemporary security,
providing both a strong theoretical foundation and a basis for the development of
empirical instruments and policy responses. Presented perspectives collectively confirm
that contemporary conflict increasingly unfolds within the cognitive domain, rendering
the construction of meaning, the perception of reality, and the integrity of decision-
making processes primary targets of strategic influence.

This transformation is consistent with insights from political psychology, which
emphasise that international relations and foreign policy decisions are fundamentally
shaped by how individuals perceive, interpret, feel about, and react to their environment
[24, p. x]. Rather than acting as purely rational agents, decision-makers operate within
cognitive and perceptual frameworks that structure their understanding of reality, thereby
rendering perception itself a critical determinant of political and strategic outcomes. In
this sense, security threats that target perception and cognition have the potential to
influence not only individual behaviour but also state-level decision-making processes.

Further support for this perspective is provided by advances in cognitive science,
particularly dual-process theories of cognition. Lodge, Taber, and Weber (2006)
demonstrate that human cognition operates through both automatic and deliberative
processes, with automatic responses emerging in milliseconds and preceding conscious
reasoning [25, p. 12]. These automatic processes, rooted in associative memory structures
and prior beliefs, strongly influence subsequent conscious judgments, evaluations, and
decisions.
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As a result, cognition is not neutral or purely rational, but inherently shaped by pre-
existing cognitive and affective structures, making it particularly susceptible to
manipulation in environments characterised by high informational density and strategic
communication.

At the societal level, the vulnerability of cognitive processes is further amplified by
the role of identity in structuring perception and political behaviour. Research on
ideological polarisation shows that identity-based processes can operate independently of,
and at times more powerfully than, issue-based reasoning. L. Mason demonstrates that
ideological identities are rooted in dynamics of “inclusion and exclusion” [26, pp. 867-
868], generating strong affective attachments and social divisions. These identity-driven
dynamics reduce openness to alternative interpretations, reinforce cognitive rigidity, and
increase susceptibility to manipulation and disinformation.

Taken together, these theoretical developments indicate that cognition has become a
central domain of strategic competition. In this context, resilience must be
reconceptualised to address not only systemic or institutional vulnerabilities but also
cognitive ones. It is precisely within this analytical gap that cognitive resilience emerges
as a distinct conceptual category.

Building on this theoretical framework, the following section examines how cognitive
resilience operates within the EU security paradigm, particularly in relation to
disinformation and cognitive vulnerability.

3. COGNITIVE RESILIENCE WITHIN THE EU SECURITY PARADIGM

3.1 Disinformation and cognitive vulnerability

The proliferation of disinformation within the European Union has exposed not only
structural and informational vulnerabilities, but, more fundamentally, the fragility of
cognitive systems underpinning democratic societies. Contemporary disinformation
campaigns are no longer limited to the dissemination of false or misleading content;
rather, they are strategically designed to exploit cognitive biases, emotional responses,
and identity-based divisions, thereby reshaping how individuals perceive, interpret, and
act upon political and social realities. As highlighted in the literature on online
propaganda and disinformation, modern influence operations leverage digital ecosystems
to manipulate perception and mobilize audiences through targeted messaging and
algorithmic amplification.

A central mechanism through which disinformation operates is the systematic
exploitation of cognitive biases. Research in political communication and security studies
shows that individuals process information through heuristic and affective filters rather
than through fully rational evaluation. In the contemporary information environment,
campaigns of disinformation increasingly leverage cognitive vulnerabilities such as
confirmation bias, selective exposure, and emotional salience to enhance the acceptance
and diffusion of manipulated narratives [27]. This suggests that the effectiveness of
disinformation lies not solely in the content itself, but in its alignment with pre-existing
cognitive and emotional predispositions.

This perspective is further reinforced by empirical and theoretical work on cognitive
biases in decision-making processes. C. Muntwiler identifies more than 180 distinct
cognitive biases that may distort strategic judgment, demonstrating that decision-makers
are systematically prone to errors rooted in both heuristic shortcuts and motivational
factors, particularly under conditions of complexity and uncertainty [28, p. 32]. This
extensive mapping of biases underscores the structural vulnerability of human cognition
in environments saturated with competing and often conflicting information.
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The impact of these biases is amplified by the dynamics of motivated reasoning. Ch.
Taber and M. Lodge show that individuals tend to selectively accept information that
confirms their prior beliefs while dismissing contradictory evidence, a phenomenon
conceptualised as both confirmation bias and disconfirmation bias [29, pp. 755-756]. This
process leads to attitude polarisation, whereby exposure to mixed information does not
moderate opinions but instead reinforces pre-existing positions. In the context of
disinformation, this implies that corrective information may not only fail to mitigate false
beliefs but may inadvertently strengthen them, particularly among individuals with
strongly held prior attitudes.

The vulnerability of cognitive systems is further intensified by the role of identity in
structuring perception. Identity-based polarisation creates powerful in-group/out-group
dynamics that influence how information is interpreted and evaluated. As L. Mason
demonstrates, ideological identities function through dynamics of “inclusion and
exclusion” [26, pp. 867-868], generating affective polarisation and reinforcing cognitive
rigidity. This identity-driven filtering reduces openness to alternative perspectives and
increases susceptibility to manipulation, particularly in highly polarised environments.

From the perspective of political psychology, these vulnerabilities extend beyond
individual citizens to encompass political elites and institutional actors. Foreign policy
decisions are shaped by how individuals perceive, interpret, feel about, and react to their
environment [24, p. ix], rather than by objective assessments alone. This implies that
disinformation has the potential to influence not only public opinion but also strategic
decision-making processes at the highest levels of governance.

At the structural level, digital ecosystems significantly amplify these dynamics. Social
media platforms enable the rapid dissemination, amplification, and personalisation of
content, allowing both state and non-state actors to influence large audiences with
unprecedented speed and precision. As J. Prier argues, contemporary information
operations increasingly target people within a society, influencing their beliefs as well as
behaviours, and diminishing trust in the government [30, p. 51]. By exploiting
algorithmic dynamics and network effects, disinformation campaigns can artificially
amplify specific narratives, generating the illusion of consensus and reinforcing pre-
existing cognitive biases. This mechanism operates not merely at the level of information
exposure, but at the level of epistemic conditioning, where repeated visibility and
perceived popularity substitute for evidentiary validation.

Within the European Union, the policy response to disinformation has evolved
significantly over the past decade, particularly through the development of a
multidimensional regulatory and strategic framework. As P. Cesarini argues, the adoption of
the Digital Services Act (DSA) in 2022 represents a major regulatory shift, requiring online
platforms to identify and mitigate systemic risks associated with disinformation, while
simultaneously balancing concerns related to freedom of expression, legal certainty, and
proportionality [4, pp. 551-575]. This regulatory approach reflects a broader European effort
to address disinformation not only through content moderation, but also through structural
mechanisms such as transparency requirements, risk assessment obligations, and co-
regulatory instruments. Complementary initiatives, including the European Media Freedom
Act and the European Digital Media Observatory, further aim to strengthen media resilience,
enhance information integrity, and promote societal awareness in the face of foreign
information manipulation and interference.

These developments are consistent with the broader strategic orientation of the European
Union, which increasingly emphasises resilience as a core principle of security governance.
EU policy documents highlight the need to counter hybrid threats, including disinformation,
through coordinated, whole-of-society approaches that integrate institutional, technological,
and societal dimensions.
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In this context, the management of information environments, the protection of
democratic processes, and the strengthening of societal resilience have become central
priorities within the EU’s security architecture.

However, despite these advances, the EU’s approach remains predominantly oriented
toward the regulation and governance of information environments, rather than toward
the cognitive mechanisms that enable disinformation to be effective. While regulatory
frameworks such as the DSA can limit the spread and amplification of harmful content,
they do not fully address the underlying cognitive predispositions, such as biases,
motivated reasoning, and identity-based filtering, that shape how information is
perceived, interpreted, and internalised. As a result, existing strategies risk remaining
reactive and only partially adaptive to the evolving nature of cognitive warfare, which
operates primarily at the level of perception, meaning-making, and decision-making.

In this context, the concept of cognitive resilience becomes essential. Cognitive
resilience may be understood as the capacity of individuals and societies to resist
manipulation, critically evaluate information, and maintain coherent interpretative
frameworks under conditions of informational pressure. It functions as an epistemic
filtering mechanism, enabling actors to navigate complex and often conflicting
information environments without succumbing to cognitive distortion or strategic
influence.

At the same time, the development of cognitive resilience is contingent upon broader
societal and institutional conditions. Civil society plays an important role in fostering
media literacy, critical thinking, and pluralistic information ecosystems. However, as I.F.
Ceusan, M. Costea, S. Costea highlight, the effectiveness of such efforts depends
significantly on levels of institutional support and public trust, which vary across
European contexts [31, p. 74]. In environments characterised by low trust and high
polarisation, individuals are less receptive to corrective information and more likely to
rely on identity-based interpretations, thereby limiting the effectiveness of resilience-
building initiatives.

In synthesis, the proliferation of disinformation within the European Union reveals a
structural vulnerability at the level of cognition. Disinformation exploits cognitive biases,
identity dynamics, and digitally mediated amplification mechanisms to reshape
perception and behaviour, thereby challenging traditional, information-centric approaches
to security. Addressing these challenges requires a gradual shift toward a cognitive
paradigm, in which the development of cognitive resilience complements existing
regulatory and institutional measures. Strengthening the capacity of individuals and
societies to process, interpret, and critically engage with information thus emerges as a
necessary condition for enhancing the European Union’s ability to respond effectively to
the evolving dynamics of cognitive warfare.

3.2 Cognitive resilience as a strategic capability in the European Union

The increasing centrality of cognitive vulnerability within the European Union has
catalysed a gradual but significant shift from reactive counter-disinformation measures
toward a more proactive and systemic approach centred on resilience. Within this
evolving paradigm, cognitive resilience emerges not merely as a defensive response to
informational threats, but as a strategic capability embedded within the broader
architecture of European security and defence.

This transformation is closely linked to the evolution of the European Union’s
strategic thinking, particularly as reflected in the transition from the EU Global Strategy
(2016) to the Strategic Compass (2022). The Global Strategy explicitly recognises that
internal and external security are ever more intertwined and identifies state and societal
resilience as a core priority of EU external action [10, p. 14].
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This formulation marks a critical departure from traditional security paradigms by
acknowledging that vulnerabilities originate not only in external threats but also within
internal societal structures.

The Strategic Compass further operationalises this shift by establishing resilience as a
central objective of EU security policy. As outlined in its implementation framework, the
Compass constitutes an actionable framework for the EU’s security and defence until
2030, aiming to increase the EU’s resilience, strengthen defence capabilities and enhance
its ability to act [32, p. 1]. Importantly, the document situates resilience within the context
of hybrid and cyber threats, recognising that contemporary security challenges extend into
the informational and cognitive domains.

The strategic relevance of this transformation is reinforced by the European External
Action Service’s analysis of Foreign Information Manipulation and Interference (FIMI).
The EEAS report explicitly states that today’s wars are not only fought with tanks and
drones but with lies and algorithms, emphasizing that the information space is a frontline
in the fight for democracy [32, p. 2]. Furthermore, FIMI operations are described as
deliberate attempts to manipulate citizens in order to shape views, political choices and
ultimately the way we vote (EEAS, 2026, p. 2) [32, p. 2]. These formulations clearly
indicate that contemporary threats directly target cognitive processes, including
perception, judgment, and decision-making.

Within this context, cognitive resilience must be understood as a core enabling
capability that allows the European Union to withstand and counter such forms of
influence. Unlike regulatory or technological responses, which primarily address the
supply of information, cognitive resilience focuses on the interpretative dimension of
security, namely how individuals and societies process and internalize information.

The Strategic Compass implicitly supports this perspective through its emphasis on
resilience against hybrid threats and its call for coordinated action across multiple
domains. However, critical assessments highlight important limitations. The European
Economic and Social Committee notes that the Strategic Compass does not sufficiently
take into account the role European civil society can and must play in order to attain
greater resilience against hybrid attacks and the systematic undermining of cohesion [34,
p. 20]. This observation is particularly relevant, as cognitive resilience is fundamentally
dependent on societal factors such as trust, cohesion, and civic engagement.

This limitation is further confirmed by recent analyses of EU cognitive security
frameworks. L. Ariton demonstrates that, despite increasing institutional awareness
reflected in instruments such as the Strategic Compass and the Digital Services Act, the
European Union’s response to cognitive warfare remains fragmented, characterised by
weak civil-military coordination and persistent vulnerability to Al-driven disinformation
[35, pp. 1-2]. These findings reinforce the argument that existing EU approaches are
structurally insufficient to address the cognitive dimension of contemporary threats. From
an operational perspective, cognitive resilience can be conceptualised as a multi-layered
strategic capability, encompassing three interdependent levels.

At the individual level, cognitive resilience involves the ability to critically evaluate
information, recognize cognitive biases, and engage in reflective reasoning. As
demonstrated by Ch. Taber and M. Lodge, individuals exhibit strong tendencies toward
confirmation bias and motivated reasoning, selectively accepting information that aligns
with prior beliefs while rejecting contradictory evidence [29, pp. 755-756]. Moreover,
automatic cognitive processes shape perception prior to conscious deliberation, making
individuals particularly wvulnerable to emotionally charged and identity-relevant
information [25, p. 12].
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At the societal level, cognitive resilience is shaped by the structure of the information
environment, as well as by social cohesion and identity dynamics. The EEAS report
highlights that FIMI operations systematically exploit divisions within societies and
increasingly rely on artificial intelligence, which enables the mass production of
manipulative content at speed, scale and low cost [32, p. 2]. These developments amplify
cognitive vulnerability by overwhelming individuals with information and reinforcing
heuristic processing.

At the institutional level, cognitive resilience depends on governance capacity,
strategic communication, and the credibility of public institutions. The EU’s capability
development framework underscores the need to adapt to emerging threats by integrating
technological, cyber, and informational dimensions into defence planning. As noted in the
EU Capability Development Priorities, evolving security challenges require the
development of capabilities that address both current operational needs and future threat
environments [36, p. 4].

All presented levels interact dynamically, forming a complex adaptive system in
which cognitive resilience is continuously reinforced or undermined. A weak institutional
trust can exacerbate societal polarization, thereby increasing individual susceptibility to
disinformation. Conversely, strong institutional credibility and effective communication
can enhance both societal cohesion and individual cognitive capacities.

Importantly, cognitive resilience also contributes to the European Union’s capacity to
act as a credible security actor in an increasingly complex strategic environment. The
Strategic Compass establishes an actionable framework aimed at enhancing the EU’s
resilience, strengthening security and defence partnerships, and increasing its ability to
act and respond to crises [32, pp.1-2]. These objectives are further reinforced by broader
EU policy commitments, such as the Versailles Declaration, which emphasises the need
for the Union to take more responsibility for its own security and to increase its capacity
to act autonomously in the face of evolving geopolitical challenges. Within this evolving
strategic framework, the credibility of the EU as a security actor depends not only on
material capabilities and institutional coordination, but also on its ability to maintain
internal coherence, safeguard decision-making processes, and effectively shape and
sustain strategic narratives. In this sense, cognitive resilience supports both the defensive
and proactive dimensions of EU security, enabling the Union to resist external
manipulation while preserving the integrity of its strategic communication and policy
responses.

Ultimately, the integration of cognitive resilience into the European Union’s security
paradigm reflects a broader transformation in the ontology of security. Security is no
longer defined solely in terms of territorial defence or institutional robustness, but
increasingly in terms of the capacity to preserve cognitive autonomy and epistemic
coherence in the face of strategic manipulation. Cognitive resilience thus emerges as a
strategic enabler, bridging the gap between traditional security approaches and the
realities of cognitive warfare.

In synthesis, the development of cognitive resilience as a strategic capability
represents a necessary evolution of the European Union’s response to disinformation,
hybrid threats, and cognitive warfare. By shifting the focus from reactive regulation to
proactive capacity-building, the EU can enhance its ability to withstand and adapt to
cognitive challenges. However, achieving this objective requires a coherent and integrated
approach that combines regulatory frameworks, institutional reform, societal engagement,
and technological adaptation. Only through such a comprehensive strategy can cognitive
resilience become a sustainable and effective pillar of European security.
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4. DISCUSSION AND POLICY IMPLICATIONS

The integration of cognitive resilience into the European Union’s security architecture
must be analysed in the context of a rapidly evolving threat environment, in which
information manipulation has become a central instrument of geopolitical competition.
Empirical evidence provided by successive European External Action Service (EEAS)
reports on Foreign Information Manipulation and Interference (FIMI) indicates that
contemporary threats extend beyond the informational domain and increasingly operate at
the level of perception, interpretation, and decision-making processes. The first EEAS
report defines FIMI as a manipulative in character, conducted in an intentional and
coordinated manner, capable of undermining democratic processes and societal stability
[37, p. 4]. Subsequent analyses further emphasise that foreign actors systematically
attempt to manipulate facts, to confuse, sow division, fear and hatred [38, p. 2],
highlighting the strategic use of information to influence societal dynamics.

By 2025, the EEAS explicitly characterises the information space as a geopolitical
battleground, where actors seek to manipulate public opinion, fuel polarisation, and
interfere with democratic processes [39, p. 2]. This evolution is reinforced in the 2026
report, which notes that today’s wars are not only fought with tanks and drones but with
lies and algorithms, aiming to shape our views, political choices and ultimately the way
we vote [32, p. 2].

At the policy level, these findings reveal a structural limitation in the current EU
approach. While the Strategic Compass recognises the need to counter hybrid threats,
disinformation, and cyber-attacks, and emphasises situational awareness, partnerships,
and coordinated responses [40, pp. 5-6], it does not explicitly conceptualise cognitive
resilience as a distinct strategic pillar. Similarly, the EEAS FIMI framework integrates
analytical and operational tools for detection, attribution, and disruption [38, p. 15], but
remains primarily focused on managing information flows rather than strengthening
cognitive capacities.

This imbalance reflects a broader tendency within EU policy to prioritise external
threat mitigation over internal cognitive preparedness. As EEAS reports indicate, FIMI
operations are effective in part because they exploit pre-existing vulnerabilities within
societies, including polarisation, fragmented information environments, and broader trust-
related dynamics [39, p. 2]. Without addressing these underlying mechanisms, regulatory
and strategic responses risk remaining reactive and incomplete.

In parallel with these policy developments, recent empirical research has attempted to
operationalise cognitive resilience through composite indicators capturing institutional
quality, digital infrastructure, and socio-economic variables [41]. While such approaches
provide valuable comparative insights into the structural conditions associated with
resilience across European states, they risk conflating cognitive resilience with broader
systemic or societal resilience. In particular, these models do not directly capture the
cognitive mechanisms, such as perception, interpretation, and judgment, that constitute
the core focus of the present study. As a result, they offer only an indirect approximation
of cognitive resilience, highlighting the need for more conceptually grounded and
cognitively sensitive frameworks.

This assessment is consistent with recent conceptual work that positions resilience as
a strategic pillar of cognitive security [3]. While such approaches highlight the growing
recognition of resilience within contemporary security thinking, they do not fully specify
the cognitive mechanisms through which perception, interpretation, and decision-making
are affected under conditions of information manipulation.

95



Cognitive Resilience as a New Dimension of European Union Security: Conceptual Delimitations
and Epistemological Foundations

At the educational level, the Digital Education Action Plan (2021-2027) provides an
important, albeit partial, foundation for the development of cognitive resilience. The
Action Plan emphasises the need to enhance digital skills, including digital literacy and
the capacity to tackle disinformation [42, p. 2]. However, its focus remains predominantly
on technical and informational competences, without fully integrating insights from
cognitive psychology regarding biases, heuristic processing, and identity-based reasoning.
This limitation is significant, as individuals do not process information in a purely
rational manner. As demonstrated by Ch. Taber and M. Lodge, individuals exhibit
motivated reasoning, selectively accepting information that confirms prior beliefs [29, pp.
755-756]. Similarly, M. Lodge, Ch. Taber, and C. Weber show that automatic affective
processes shape perception prior to conscious deliberation [25, p. 12]. Consequently,
educational strategies must move beyond traditional media literacy and incorporate
metacognitive competencies, including awareness of cognitive biases and the mechanisms
of manipulation.

At the technological level, EEAS analyses highlight the increasing role of artificial
intelligence in amplifying FIMI operations. The 2026 report notes that Al enables the
large-scale and low-cost production of manipulative content, including synthetic images
and videos [32, p. 2]. This development significantly increases the complexity of the
threat environment, as the distinction between authentic and manipulated content
becomes increasingly blurred.

At the societal level, the implications of FIMI are particularly profound. EEAS reports
emphasise that such operations aim to sow division, fear and hatred and undermine
democratic cohesion [38, p. 2]. By exploiting existing social cleavages, FIMI not only
distorts information but also weakens the foundations of democratic governance. As L.
Mason demonstrates, identity-based polarisation reduces openness to alternative
viewpoints and reinforces group-based interpretations of reality, thereby amplifying
cognitive vulnerability [26, pp. 867-868].

Taken together, these findings suggest that contemporary security threats increasingly
operate through cognitive pathways, affecting how individuals and societies perceive,
interpret, and respond to information. In this context, cognitive resilience emerges not
merely as an auxiliary capacity, but as a necessary complement to existing regulatory and
strategic approaches.

5. CONCLUSIONS

The present study set out to examine whether cognitive resilience can be
conceptualised as a distinct dimension of European Union security, or whether it remains
subsumed within broader resilience frameworks. The findings provide strong theoretical
and empirical grounds for advancing cognitive resilience as an autonomous, analytically
robust, and operationally relevant construct, essential for understanding and responding
to the transformation of the contemporary security environment.

First, the analysis indicates that the evolution of hybrid threats, disinformation
campaigns, and cognitive warfare has altered the ontology of security. No longer confined
to territorial defence or institutional stability, security increasingly unfolds within the
cognitive domain, where perception, interpretation, and belief formation become strategic
targets. As the authors elucidate, contemporary influence operations are designed not
merely to distort information, but to reshape how individuals and societies construct
reality, thereby influencing decision-making processes at both micro and macro levels.
This shift necessitates a security reconceptualisation that explicitly incorporates the
protection of cognitive processes.
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Second, the study establishes that existing resilience frameworks, whether
psychological, societal, or informational, are insufficient to capture the specificity of
cognitive vulnerability. While each of these constructs addresses important aspects of
adaptation and recovery, none adequately explains the mechanisms through which
cognition itself is targeted and manipulated. Cognitive resilience fills this conceptual gap
by focusing on the integrity, adaptability, and protection of meaning-making processes. In
doing so, it introduces an epistemic dimension to security studies, repositioning cognition
as both a site of vulnerability and a strategic resource.

Third, the authors advance a coherent theoretical framework for understanding
cognitive resilience as a multi-level and multidimensional capacity, operating across
individual, societal, and institutional domains. This framework highlights the dynamic
interaction between cognitive biases, identity-based processes, information ecosystems,
and governance structures, demonstrating that resilience is not a static attribute but a
complex adaptive system. Importantly, this perspective allows for the integration of
insights from cognitive psychology, political science, and security studies into a unified
analytical model.

Fourth, the findings underscore the inadequacy of current European Union policy
frameworks in addressing cognitive threats in a systematic manner. Although significant
progress has been made through instruments such as the Strategic Compass, the Digital
Services Act, and the FIMI response mechanisms, these approaches remain
predominantly focused on regulating information flows and countering external actors. As
the analysis indicates, such measures do not sufficiently address the internal cognitive
mechanisms that enable disinformation to be effective. Consequently, the EU’s response
remains fragmented, lacking a coherent strategy that explicitly operationalises cognitive
resilience as a core component of security policy.

Fifth, the study contributes to the field by proposing an operational definition of
cognitive resilience, thereby facilitating its empirical measurement and comparative
analysis. By identifying key dimensions, such as cognitive filtering capacity,
interpretative coherence, adaptive flexibility, and epistemic trust, the study provides a
foundation for the development of quantitative instruments and analytical models,
including SEM-based approaches. This operationalisation represents a critical step toward
bridging the gap between conceptual theory and empirical research.

Finally, the integration of cognitive resilience into the European security paradigm has
significant policy implications. It requires a shift from reactive and fragmented
approaches toward a proactive, systemic, and interdisciplinary strategy, encompassing
policy design, education, technological innovation, and societal engagement. Cognitive
resilience must be recognised as a strategic capability, essential for safeguarding
democratic processes, maintaining social cohesion, and ensuring the autonomy of
decision-making in an increasingly contested information environment.

In conclusion, cognitive resilience should not be regarded as a derivative or auxiliary
concept, but as a new dimension of security, reflecting the realities of a strategic
environment in which conflict is increasingly cognitive, manipulation is epistemic, and
vulnerability resides in the processes through which reality is constructed and understood.
By advancing this conceptualisation, the study not only contributes to the theoretical
consolidation of security studies but also provides a framework for future research and
policy development aimed at strengthening the European Union’s capacity to navigate the
challenges of cognitive warfare.

This study is subject to several limitations that should be acknowledged. First, the
research is primarily conceptual and theory-building in nature, relying on qualitative
analysis and theoretical meta-synthesis rather than on empirical validation.
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As such, while it advances a coherent analytical framework for cognitive resilience, it
does not test this construct through quantitative or experimental methods. Second, the
operationalisation of cognitive resilience proposed in this study remains at a preliminary
stage, requiring further refinement and empirical verification through future research,
particularly in the development of measurable indicators and comparative models. Third,
the analysis is largely focused on the European Union context, which may limit the
generalisability of findings to other geopolitical settings characterised by different
institutional, cultural, and informational dynamics.
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